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Abstract

Online gambling of various kinds produces subsgrfinancial returns but
brings with it a range of challenging issues. Diéigt countries variously allow or
disallow gambling or online gambling depending owligious and legal
considerations. There are then ethical consideratiof risk aversion and loss
aversion relating to addiction in the isolated e@ipursuit. Open Grid Protocols for
virtual worlds, enabling interoperability amongsirtual worlds, could benefit
implementers of virtual world gambling, reversingabstantial decline in turnover
due to gambling being banned in one particular nattworld. In this paper, we
consider the combined legal and ethical issuesashlging online and in virtual
worlds, and discuss the construction and evaluatiba system with computational
oversight: an ethical advisor.
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responsible gambling.
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Machine Ethics for Gambling in the Metaverse:

An “EthiCasino”
By Anna Vartapetiance Salmasi and Lee Gillam, Ursitng of Surrey, UK

The Second Life Grid Open Grid Protocol (SLGOGR)vides a standard for allowing
avatars to move between virtual worlds (Linden Rese Inc, 2008), bringing with it the
potential for interoperable virtual worlds and fofbrid considerations: a mixture of public and
private virtual worlds. In principle, it becomesgsible to run a virtual world in the same way in
which one may run a web server, and to be abledeige for areas within a virtual world with
access restricted to certain members. UK-based iBKRvirtual world specifically created as a
private virtual world for gambling. The much-puliied prohibition of gambling in the core of
Second Life suggests that potential exists forugirtworld gambling “off grid” supported by
such an interoperability standard that could enabdgdents of Second Life to step out into a
world such as PKR, in what might be considered dmes as a kind of virtual underworld.
However, the reputations of providers of these ipulartual worlds and the designers of the
protocol might be negatively impacted if they aecagnized as condoning such activity.
Furthermore, companies offering such private wonlds/ have a professional responsibility to
ensure that sufficient regulatory checks are icgland that activities can take place in a safe
environment, necessitating the consideration oérestbns to such a standard to assure others
that their professional responsibility has beefilfed!.

With the scale of turnover estimated for online phng - revenues of over US$24
billion by 2010 (CCA, 2004) - there are likely te lorganizations already considering how to
leverage their share of this market. This couldude, in particular, organizations that were
previously providing for virtual world gambling ®econd Life prior to the ban. However, online
gambling in general brings with it a range of chagling issues. Different countries variously
allow or disallow gambling or online gambling defderg on religious and legal considerations.
Where it is allowed, different age restrictions nagpply. There are then ethical considerations
relating to harm, through knowledge of risk avemsend loss aversion, to increased risk of
addiction in the isolated online pursuit. Wherelppems exist in the real world, virtual worlds
may produce their own variations yet are boundheylaws of the jurisdiction in which they are
considered to be operating. One question for thators and maintainers of public virtual worlds
is whether gambling should take place at all. Rer$econd Life virtual world, with their servers
residing in the US, Linden Labs’ US-centric ternmel @onditions forced them to “comply with
state and federal laws applicable to regulatechendlambling” irrespective of the geographical
location of the end user (Pasick, 2007; Wagner7R0Bor users of Second Life, this currently
acts as a ban on gambling in that virtual worldpesed by the Federal Bureau of Investigations
(FBI). This has had demonstrable impacts on the@oy of that virtual world.

We believe that it should be possible to constracsystem with computational
oversight—an ethical advisor, enabling supportdifierent regulations and ethical viewpoints.
This should provide assurance that the system niyt complies with local laws, but also
appreciates human values and social well-beinthitnpaper, we make a novel consideration of
the application of machine ethics to gambling, wahfocus on online gambling where
individuals may act largely in an isolated contthdt may promote addiction, where assistance
and advice may be less apparent or available (Con2097). We discuss how to design a
virtual world environment based on prior literataed systems in Machine Ethics, including
Truth-Teller (Ashley and McLaren, 1995), SIROCCOc(Mren, 2003), MedEthEx (Anderson,
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Anderson and Armen, 2005) and EthEIl (Anderson & émsdn, 2008) to account for legal and
ethical considerations in relation to gambling. KRRigrofiles are constructed based on the
demonstration of knowledge of gambling of end usansl these risk profiles are used as part of
a monitoring mechanism — magware The aim is to inform both the less knowledgeable
gamblers and those whose behaviors are becomingasiogly risky and leading to the potential
for harm. Only where advice is ignored should itdree necessary to consider computational
intervention. We expect that it would prove difficgenerally to outlaw gambling in virtual
worlds. An alternative would be to clarify how tkéhical responsibilities are shared between
both gamblers and casinos and what the expectati@nsn each. Responsible gambling, then,
implies responsibilities on both the gamblers, etation to their behaviors, and the casinos in
relation to identifying problematic behavior andiag or intervening accordingly. However, this
will not be possible unless a system can harmothigeaction for both sides. We refer to this
framework, as implemented, as an EthiCasino, astlds outcomes of our research to date.

This paper is an extended, revised and improvesioreiof our previous paper (Salmasi
and Gillam, 2008) presented at the IEEE Conferémc@ames and Virtual Worlds for Serious
Applications (VS-Games). In contrast to our pregiopaper, here we provide a detailed
background, including substantial sections regardihe legal and ethical dimensions of
gambling in general and online gambling in particubs well as the comprehensive review of
related literature in machine ethics which we usgustify our approach. While the steps
involved in our system remain largely similar bedwehese two papers, additional supporting
data is provided to demonstrate the variation ispoases to questions - and therefore the
inconsistency in understanding the risk and lossesoss users. The closing discussion is also a
substantial new contribution which relates strongith the machine ethics literature and which
verifies our approach. Additionally, we state theesof the market at $24bn by 2010 (CCA,
2004), fixing one of our own errors in interprebati

Background

The Second Life (SL) virtual world was describedliayden Lab CEO Philip Rosedale
as a land “owned, controlled and built by the peapho are there” (Claburn, 2007). A currency,
the Linden Dollar (L$), provides for the virtual@mmy by allowing limited rights to own and
buy and sell digital artefacts (Linden, 2007). Rizde’s statement suggested that the “people
who are there” would be bound only by the rules soxlal norms of the virtual world and freed
from laws of real life. According to Benjamin Duske, author oWirtual Law, “If this is real
money, there is an argument that you need to folieaV law” (Sidel, 2008). On 25 July 2007,
the real-world laws encroached, and due to “canflithin international laws regarding online
gambling” Linden Labs announced that all gamblicgvities were banned. Some were happy
that this would remove gambling from SL since fewsers overall would reduce the network
latency of the virtual world. However, organizatanvested in virtual world gambling now had
to unwind their virtual world positions and presesicand some suggested that if SL were still
considered a microcosm of the world, it should atetude gambling (Chang, 2009).

The effect on the SL economy was dramatic, withearr50% drop in money changing
hands in-world (Yahia, 2007). This led indirectly the collapse of a virtual bank, Ginko
Financial, rumoured to have been a Ponzi schemddbaits investors upwards of $700,000.
Following a series of complaints (Gardiner, 20Qdden Lab announced:
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We're implementing this policy after reviewing Rlesit complaints, banking activities,
and the law, and we’re doing it to protect our Riesits and the integrity of our economy.
[...] Since the collapse of Ginko Financial in Aug@€i07, Linden Lab has received
complaints about several in-world “banks” defauljiron their promises.[...]As these
activities grow, they become more likely to leadéstabilization of the virtual economy.
At least as important, the legal and regulatory niework of these non-chartered,
unregistered banks is unclear, i.e., what theiriekitare when they offer “interest” or

“‘investments.”[...] Thus, as we did in the past wighmbling, as of January 22, 2008 we
will begin removing any virtual ATMs or other oligechat facilitate the operation or

facilitation of in-world “banking...”

It was anticipated that Linden Lab might be ablevolve adequate technical solutions to
such problems, but the importance of real-worldslavas now firmly established. It was clear,
however, that the economy of this virtual world lthénged substantially and suddenly.

The banning of gambling related purely to the lmsabf Linden Labs and their servers,
and had nothing to do with local laws relating e tocation of the gambler using the software
client or taking an ethical or responsible approchambling. It should be possible to construct
a system that can robustly support legal enforcénrenelation to gambling, hosted in an
appropriate location and interoperable with varigigial worlds, and that provides support for
wider considerations of ethical issues such asoresple gambling. Such considerations can
present opportunities for the re-emergence of @intvorld gambling and concomitant revenues,
and could more generally provide for a less harmfydroach to online gambling.

Were one to be concerned about wider ethical ceralidns of virtual world economies,
the notion of “Camping” in Second Life - where useaget their avatars to sit or dance on
predefined paths for a specified period of timedon L$1 - would be one place to start. With an
exchange rate around L$260 to US$1, this finarrelahrd is highly unlikely to match the costs
of the electricity used in supporting, largely,dtiaity. Users are paying to support activitiesttha
are not particularly beneficial to the environmeint,order that higher search ratings can be
achieved by others. These users may be placingeexent about limited financial reward over
and above their own financial or wider environmégtacerns, or are simply lacking sufficient
information to make robust decisions. The latteasom would provide particular concern in
relation to gambling.

Online Gambling
Gambling can be defined as:

... betting or staking of something of value, vgitimsciousness of risk and hope of gain,
on the outcome of a game, a contest, or an uncerg@ient whose result may be
determined by accident. Commercial establishmeuth @s casinos ... may organize
gambling when a portion of the money wagered byopatcan be easily acquired by

participation as a favoured party in the game, leptal of space, or by withdrawing a

portion of the betting pool (Gilmne, n.d.).

Given hope of gain, people are likely to play foormay not for fun, despite those who
suggest gambling is for entertainment purposes. @yyand large, the odds of losing are higher
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than winning, and the providers will mostly benefibsing money in an environment where it
appears possible to win money can lead to peoplengnadditional bets. The hope that further
gambling will result in recouping existing expenué is often referred to as chasing losses and
unlikely to be successful due to the odds involvédbst importantly, this is not necessarily
considered a game of skill, so extensive knowlealgeut how to play is not always a necessary
pre-condition for participation. These observatiqeresent risks of harm to the gambling
individuals and, by extension, to the gambling stdy with potential for addiction at minimum.
Gambling provides for a host of ethical questiorteew within a social environment in which
others are present, but website-based online gagbthanges the social dynamic by
disassociating the action from both a location &odh a physical co-presence. As stated by
Price (2006)," internet gambling, unlike many other types of ganlactivity, is a solitary
activity, which makes it even more dangerous: peagh gamble uninterrupted and undetected
for unlimited periods of time.”

Different countries have legislated for and agathstgambling industry to try to reduce
the risks and possibilities of harm both to theypta and the society. The UK’'s Gambling Act
2005 discusses limiting the number of casinos, fandng industry to demonstrate their plans
for contributions to research, for raising publiwaaeness about the problems gambling can
cause, and for helping to treat those affected $81Us2006). The USA approached awareness
issues by introducing The National Gambling Imp&ttidy Commission Act 1996 (NGISCA;
H.R.5474) which conducted a comprehensive legalfacttial study of the social and economic
impacts of gambling. Some other steps for awarehags been taken by NGOs by introducing
“responsible gambling”; players should be awarehs& time and money that they spend on
gambling plus the consequences and risks that rarelvied. When gambling websites are
attempting to be responsible, they may produce meots containing the kinds of rhetoric
presented below:

* We are there to help whenever you realize thatngmd a control over the money that
you spend

* We can decrease the amount of money you can uyauir account if you ask.

* You can increase it again if you feel you are intoal.

* If you think you need a break from gambling, yon cae self-exclusion tool

» If you suspect that you may have a gambling probigru may seek professional help
from the following links

* Make sure gambling does not become a problem inljfeland you do not lose control
of your play.

* Make sure that the decision to gamble is your peischoice.

For success, such statements rely on individuatswaly be experiencing addiction to be
aware of it, and to be in sufficient control to slamething about it. The “problem” is then for the
end user to deal with, and the organization hascefely absolved itself of responsibility.
Gambling addiction is identified as one of the niestructive addictions which is not physically
apparent - an “invisible addiction” (Comeau, 1993ychologists believe that online gamblers
are even more prone to addiction mainly becausesusan play without distraction and
recognition. It is unlikely, then, that self-contomuld be exerted in the case of online gambling.

Websites such as gambleaware.co.uk give potenidglers and gamblers knowledge
about the odds of winning, the average return &yeqas, “house edge,” a gambling fact and
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fiction quiz and more, to make sure that playeesaware of the results of their actions in this
industry. Gambleaware (n.d.) defines a respongjaiebler as a person who:

Gambles for fun, not to make money or to escapklgnas.

Knows that they are very unlikely to win in the ¢prun.

Does not try to “chase” or win back losses.

Gambles with money set aside for entertainmentrever uses money intended for rent,
bill or food.

Does not borrow money to gamble.

Does not let gambling affect their relationshipgwiamily and friends.

R\ s

o a

Defining measures to differentiate between thethgaksponsible players and addicted
gamblers provides potential for controlling actiasfsgamblers to act to prevent addiction, but
without interrogating each individual, how wouldbg possible to evaluate against these criteria
and determine a responsible gambler from an irresipte one? It would appear, then, that there
is an opportunity for the online gambling companeesd in particular those wishing to enhance
their activities in virtual worlds, to account flegislative concerns and age constraints, and also
to provide assistance in a responsible gambling@mwent.

To become an “Ethical Corporation” there are thmesesons the online gambling industry
should take its responsibilities seriously (Sal®5):

1. To clear up the industry's traditional image
2. To attract potential customers that steer deanuse of this image, and
3. To comply with regulations

Online Gambling Laws

Online activities generally present a challengesmfiorcement, with Computer Law a
growing area of challenge. While virtual world gdimb returns some hint of a social dynamic
lost from website-based gambling, with the appeazgaof virtual others, legal complexity
remains. With US$24 billion predicted for the omeligambling market by 2010, extracting such
revenues suggested a need for laws applicablelitweagambling; some tackled this by making
specific laws, others amended old ones. A few clamations include:

« US: The Unlawful Internet Gambling Enforcement Act BOQUIGEA, H.R.4411):
Prohibiting financial institutions from approvingahsactions between U.S.-based customer
accounts and offshore gambling merchants (Car&@®di/; Humphrey, 2006).

 US: Internet Gambling Regulation and Enforcement A€02 (IGREA, H.R.2046):
“Providing a provision for licensing of internet rghling facilities by the Director of the
Financial Crimes enforcement network”

» US: Skill Game Protection Act 2007 (SGPA, H.R.261@)edalize internet skilled games
where players’ skills are important in winning a@sing games such as poker, bridge and
chess”

* US: Internet Gambling Regulation and Tax Enforcement 2007 (IGRTEA, HR 2607):
“Legalize internet gambling tax collection requiremts”

» Australia: Interactive Gambling Act 2001 (IGA): Provides mction for Australian players
from the harmful effects of gambling
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* UK: Gambling Act 2005 (c. 19): “it is not illegal f@ritish residents to gamble online and it
is not illegal for overseas operators to offer malgambling to British residents (though there
are restrictions on advertising)”

Approaches that countries take to online gamblarglee divided into three main groups:

Those who do not allow gambling e.g. Islamic coest{Lewis, 2003);
Those who may allow gambling, potentially in sorteess, but not online e.g. USA
(GAO, 2002);
Those who allow gambling, e.g. UK.

A glimpse of considerations in 100 countries isvaan Table 1:

Table 1: Online Gambling in 100 countries

Countries and territories where online gambling idegal
1 | AlandlIslands| 19 Dominican Republic 87 Lithuania | 55 Seychelles
2 Alderney 20 Estonia 38 Luxembourg 56 Singapore
3 Antigua 21 Finland ** 39 Macau 57 Slovenia
4 Argentina 22 France *** 4( Malta 58  Solomon Idan
5 Aruba 23 Germany 41 Mauritius 59 South Africa
6 Australia * 24 Gibraltar 42 Monaco 60 South Korea
7 Austria 25 Grenada 43 Myanmar 651 Spain
8 Bahamas 26 Hungary 44 Nepal 62 St Kitts and Nevi
9 Belgium 27 Iceland 4% Netherlands Antilles |63 \Bhcent
10 Belize 28 India 44 Norfolk Island 64 Swaziland
11 Brazil 29 Ireland a7 North Korea 65 Sweden
12 Chile 30 Isle of Man 48 Norway 66 Switzerland
13 Colombia 31 Israel 49 Panama 67 Taiwan
14 Comoros 37 Italy 50 Philippines 68 Tanzania
15 Costa Rica 33 Jamaica b1 Poland 69  United Kimgdo
16 | Czech Republi¢c 34 Jersey 52 Russia 70  US Virgin Islands
17 Denmark 35 Kalmykia 53 Sark 71 Vanuatu
18 Dominica 36 Latvia 54 Serbia 12 Venezuela
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Countries where online gambling is illegal

1| Afghanistan 8 Greece 15 New Zealand 27 Taiwan

2 Algeria 9 Hong Kong 16 Nigeria 23 Thailand

3 Bahrain 10 Indonesia 17 Pakistan 24  The Bahamas
4 Brunei 11 Iran 18 Portugal 25/ The Netherlands
5 China 12 Japan 19 Saudi Arabia 26 Turkey

6 Cyprus 13 Jordan 20 South Korea 21 United States
7 Dubai 14 Libya 21 Sudan 28 Vietnam

* For Australia, different regulations might apptydifferent states.

** Must be a Finnish resident with a Finnish baicka@unt.

*** France does not allow online gambling companiéthin its borders, but its citizens can gamble.

There may be arguments that users should takensigiay for choosing whether or not
to gamble based on whether the laws of the couh@y are in at the time allows. In the online
world, one would be hopeful that the online ganmdphivebsite has been legitimately set up in the
host country, however this is not necessarily &mivl his is further complicated by individuals
being able to gamble in different ways at differagés in different countries — for example, at 18
in the UK, 20 in New Zealand, 21 in Nepal. In pipie, then, an account registered by an 18-
year-old in the UK for a UK-based online gamblingg should prevent them from gambling if
they travel to New Zealand or Nepal and log in. ldweer, in the UK a 16 year old is able to buy
tickets for the National Lottery, although the wibsadvises: “players to assume that it is
unlawful to purchase a ticket whilst abroad, andrity buy their tickets whilst located in the UK
or Isle of Man” and rules have been criticized lfeing unclear (BBC News, 2009). The burden,
here, is primarily on the user, though the techgicklally-savvy user may be able to make use of
a virtual private network (VPN) or web proxy to &veestrictions placed on network addresses
and shift a burden back to the company. The chgdlest age verification in general has been
identified for online retailers in general by UKdaal trade group IMRG (2009).

Machine Ethics

Machine ethics, generally, is concerned with definhow machines should behave
towards human users and other machines, with engpbasavoiding harm and other negative
consequences of autonomous machines, or unmonitorddunmanned computer programs.
Researchers in machine ethics aim towards constguotachines whose decisions and actions
will honour privacy, protect civil rights and inddual liberty, and further the welfare of others
(Allen, Wallach and Smit, 2005). To produce ethizachines, it is necessary to understand how
humans deal with ethics in decision making, and ttrg to construct appropriate behaviors
within machines or autonomous avatars which, giventinuous availability and unemotional
responses, might start to replace human (ethiclipars in a near future. Steps towards ethical

10



machines have been taken that focus on medicalsethitempting to ensure human safety and
social health. Such systems are intended towarderstanding, and possibly reducing or
avoiding, the potential for harm to an individuabrh, for example, unnecessary or incorrect
medical intervention. In these systems, the finatislon remains one of a human decision-
maker, informed by ethical considerations. The stagam literature largely discusses using
Case-Based Reasoning and machine learning teclsniquenplement systems that can mimic
the responses of the researchers (Anderson, Andarsb Armen, 2005b; McLaren and Ashley,
2000).A future machine-based ethical advisor has thevotig anticipated advantages, many of
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which are familiar arguments in the developmennhtelligent systems:

* Always available

« Employ mixture of ethical theories .

» Capacity for simulations

* Unemotional

Can explain reasoning

» Capacity for range of legal considerations

* No hypothetical limits on the number of situati@ssessed

A synthesized overview of many of the systems regbin the literature as ethical
machines is shown in Table 2. Each of them haeaifsp“ethical approach” and “technique” to
solve the ethical dilemmas and is targeted at qudati audiences and challenges for those

audiences.

Table 2: Evaluation of existing applications

Name Developed Ethical Techniques Suitable Ethical area
by approach
Ethos Searing, | Moral DM Not Al Engineering | Practical-
D. Students ethical
Some ethical problems
samples
Dax Multiple Moral DM Not Al Students, Biomedical
Cowart writers Teachers ethics, Right
to die
Metanet | Guarini, Particularism Pair case Problems in | Killing or
M. (SRN), Case | flagging allowing to
Motive base, Neural die
consequentialisn) network
(training),
Three layers
Robins, R.| Desire-intention | Multi-agent Not
& implemented
Wallach,
W.

11
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Truth- McLaren, | Casuistry Pair case, Ethical Pragmatic or
Teller B. M. Case-Based | advice hypothetical
Reasoning, cases
HYPO Ashley, K. | Legal- reasoning Case base Legal advice Hypothet|
D. cases
SIROCCO | McLaren, | Casuistry Pair case, Ethical NSPE Code
B. M Case-Based | device of Ethics
Reasoning,
Simulating
“moral
imagination”
Jeremy | Anderson, | Hedonistic act | “Moral Rule
M. utilitarianism arithmetic” generalization
Anderson,
S.
Armen, C.
W.D Anderson, | Prima facie duty, Inductive- Rule
M. Casuistry logic generalization
programming,
Anderson, Learning
S. algorithm,
Reflective
Armen, C equilibrium
MedEthEx | Anderson, | W.D. Medical Inductive- Health care | Biomedical
M. ethics, logic workers ethics
programming,
Anderson, | Casuistry
S. Machine
learning,
Armen, C. Reflective
equilibrium
EthEl Anderson, | Prima facie duty, Inductive- Eldercare Biomedical
M. Casuistry, W.D.,| logic ethics
programming,
Anderson, | Medical ethics | Learning
S. algorithm,
Reflective
equilibrium

ca

12
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Machine Ethics for Online Gambling: EthiCasino

Machine ethics has not, until now, been applieddeoidance of harm in relation to
online gambling. Alongside a number of other pusstand because gambling has potential for
addiction, it could be claimed that a system fdicatl gambling may be as effective for humans
and social health as medical ethics. Machine etnigg not cure addiction, but it may be able to
act to reduce the likelihood of addiction. Our dadesation here is how Machine Ethics may
support responsible gambling and lead towards andgthical Corporation.

We base the design of EthiCasino on prior liteetand systems in Machine Ethics as
shown in Table 2, including Truth-Teller, SIROCCKRedEthEx and EthEl. Truth-Teller and
SIROCCO implement case-based reasoners, compamngfused descriptions of the current
scenario with previously resolved cases to supgectsion-making. Since each user's session is
likely to have some unique characteristics, casedanay need to be populated with large
numbers of variant cases comprising different outes We have been inspired in particular by
three of the systems above, W.D., MedEthEx and IEthBt have used Rosgtima facieduties
(1930), extended by Garrett (2004). Ross introdwssaen “prima facie duties” as guidelines for
solving ethical dilemmas but not rules without gxtean. If an action does not satisfy a “duty”, it
is not necessarily violating a “rule”; however iparson is not practising these duties then he or
she is failing in their duties. Garrett (2004) beé&d there to be aspects of human ethical life not
covered by Ross, and extended this list with tHuether duties. MedEthEx uses a series of
guestions with a three responses, “Yes”, “No” ambri't know”, to decide the outcome in
relation to three of Ross’ and Garrett's dutiem-injury, beneficencandfreedom(autonomy).

By weighting outcomes between -2 and +2, the aafitin explains the likely impact on the
patient ability to clarify the areas in which deécis will be made. EthEl takes two kinds of
actions based on decisions made: (i) remindingsugg)y notifying overseers. A system using
Ross’ and Garrett’s duties for responsible gambéihguld consider the potential for the duties
not being satisfied and act accordingly. For EtkiGa, we have addressed 5 main, often inter-
dependent, stages involving legal and ethical clemations:

Stage 1: Legal considerations

Consideration of legal issues involves variatiangéceptability of online gambling and
associated age restrictions in 100 countries, @&septed above. Here, online gambling
environments in general and EthiCasino in particakn attempt to capture the geographical
location (DNS lookup) of the end user, and act etiogly, but because of the capacity for
technological circumvention the gambler needs tbcsatify. Self-certification is required, also,
for confirming the age of the end user. Shouldidieation of the end user change over time from
the original registration, the legal situation melyange accordingly and location information
must be captured and verified for each session.

Stage 2: Knowledge of Risk

Decisions related to financial risks may be takem inumber of business environments,
especially in relation to stock markets and wortdhremies. Those involved in taking such
decisions are usually considered well-informed laae a number of checks and balances against
which to validate their decisions or off-set thesks and/or losses. The person's knowledge is the
effective tool in making the final decision. Unfamately, because of the purported

13
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“entertainment” aspect of gambling, it is less impot for users to have such knowledge or to
consider how to off-set risks and losses and maverfible to revenues if users are less well-
informed.

To evaluate the risk behaviors of end users, wegded a questionnaire comprising 12
guestions related to gambling fact and fiction 8nelated to risk and loss aversion. We offered
L$10 to participants, equivalent to around 2%z haasiping, and obtained 61 responses to this
guestionnaire from Second Life users within a wék.average, 12.22 questions were correctly
answered, with 7 and 17 as minimum and maximum.aVipeiori weighted questions based on
our own perceptions of associated risk or negatpact on users in the absence of knowledge,
leading to a division of questions into four categs

1. Low risk: users should be able to learn quickly or lack mbwledge will not have much
negative impact. e.g. Q3: “Some people are ludkign others” (fact or fiction)

2. Medium risk: users may believe in luck. e.g. Q6: “My lucky nwenkwill increase my chance
of winning the lottery” (fact or fiction)

3. Medium-high risk: questions relate to calculations and predictgbdit results e.g. Q14:
“Assume you bet $1 on the toss of a coin the clapntdeads or tails are 50/50. If you win
and ‘house edge’ is 10% how much you will be p&i, 50c, 90c, $1)”

4. High risk: question regards perceptions of earning moneyealdtic facts of gambling. e.g.
Q1: “Gambling is an easy way to make money” (fadiation)

User answers and weightings led to three distitadses of users (Figure 1). Broadly
identifying these classes of user allows our sydtemary its responses to gambling behaviors
depending on how informed the user appears to be:

* Group one: Those who may only need additional information wbihe games (low and
medium risk questions)

* Group two: Those who need to be reminded about the factsigmeligh risk questions),
and

* Group three: Those who need full monitoring and potential imégtion because they are
less informed and might be more prone to addidtmgh risk questions)
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Figure 1:Risk groups based on responses to questions obliggm

To evaluate these behavior profiles, we analyzedthrelations between the 20 questions
for 50 users (Table 3), hoping that diversificatiwauld exist across the various responses. The
resulting correlation matrix showed maximum corielabetween 18 of the questions of less than
0.5 (-1/+1), suggesting that the questions themsehad a reasonable degree of independence.
On this basis, the risk classification becomesiiti@ortant factor since the individual questions
themselves do not act as a reliable predictortwers in the same class.
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Table 3 Correlation matrix of collected data

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 14 17 18 19 20
1 |1 -0.11| 0.22| 0.09|0.81 | 0.12 | 0.15| 0.43| 0.04 -0.05 0.4 -0.11 0.22 O0OR9 0[1D.25| -0.06/ 0.01| 0.20 -0.01
2 |-011] 1 0.08| 0.21| -0.1p 029 0.26 0.16 0.p4 -0.1410 -0.19|, -0.014 -0.14 0.19 -0.18 0.29 0.07 0.4 010.
3 1022 | 008| 1 047 022 027 022 0.09 0.5 0420 02612 | 0.00| 0.25| -0.22 -0.32 0.1 -0.p8 -0j20 0J15
4 (009|021 047 1 0.09 -0.08 028 -0fl6 0.B9 0J08120.0.07| 0.09| 0.30] 0.1 -0.32 0.37 0.07 0.p2 -0.04
5 0.81 |-0.11| 0.22| 0.09| 1 0.12 031 043 -008 0.0 0j/43120.0.22 | 0.29| 0.17) -0.38 -0.06 -0.11 0.20 0.12
6 |0.12 | 0.29| 0.27| -0.08 0.12 1 005 0.34 0.18 0/38 20.20.09| -0.16/ 0.04] -0.25 -0.26 0.1y -0.p8 0.16 0J10
7 1015 | 0.26| 0.22| 028 031 00p 1 0.15 -0{10 0413 30.®.05| 0.28| 0.21| 0.08 -0.21 0.16 0.18 0.12 0]10
8 (043 | 0.16| 0.09] -0.16 043 034 015 1 0.17 0j10 30.40.11| -0.06/ 0.04f 0.0 -0.38 -0.06 0.01 0.p5 -0.01
9 |(0.04 | 0.04| 025/ 039 -0.08 0.18 -0.10 0.17 1 0,21160. 0.18 | -0.12 0.11} -0.20 -0.13 0.25 0.04 -0|21 30.1
10 | -0.05| -0.14| 0.20f 0.08 0.10 0.38 0.213 0.10 Op1 1 100.0.02| -0.02 0.11f -0.25 -0.03 -0.02 -0/,03 -0,07130
11 | 043 | 0.11| 0.26f 0.12 043 022 0.03 043 o0f6 010 10.22 )| -0.05/ 0.16/ 0.10 -049 -0.16 0.02 0.02 -0.04
12 | -0.11| -0.19] 0.12| o0.07, 0.12 -0.09 0.05 -0J11 0.18020{ 0.22 | 1 0.01| 0.18 -0.0 -0.26 0.1 -0j14 -0.20100
13 | 0.22 | -0.01] 0.00f 0.09 0.22 -0.16 0.28 -0/06 -0.12.020 -0.05| 0.01| 1 0.34 0.08 -0.04 -0.p4 011 -0.20.25
14 |1 0.29 | -0.14] 0.25| 0.30 0.29 0.04 0212 0.04 oOp1 Oj1Aa16 | 0.18| 034 1 0.1 -0.22 016 0.28 0.p8 -Q.04
15| 0.17 | 0.19| -0.22 0.15 0.17 -0.25 0.08 0.01 -0.2125(0.0.10| -0.05 0.08 0.1 1 -0.01 -0.p4 0.03 025 100
16 | -0.25| -0.18] -0.32 -0.22 -0.38 -0.26 -0.21 -0/38 130.-0.03| -0.49 -0.26 -0.04 -0.21 -0.01 1 -0j14 0.18.03 | -0.02
17 | -0.06| 0.29 | 0.18] 0.37, -0.06 0.1y 0.6 -0j06 025 02(.-0.16| 0.01| -0.04 0.1 -0.04 -0.14 1 0.02 -0.00.15
18 | 0.01 | 0.07| -0.08§ o0.07y -0.1p -0.28 0.18 0.01 0.04 030.0.02 | -0.14 0.11] 0.28§ 0.08 0.18 0.02 1 012 -0.01
19 |0.20 | 0.24| -0.20 0.02 0.20 0.1p 0.2 0.05 -021 70.0.02 | -0.20, -0.20 0.08 0.2%5 0.08 -0p0 O0.2 1 0|28
20 | -0.01| -0.01| 0.15| -0.04 0.12 0.1p 0.0 -0/01 -0.13130| -0.04| 0.10| -0.2% -0.04 0.10 -0.25 -0jJ04 0.01280| 1
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Stage 3: Boundaries for time and money

For a user to stay in control - part of the maiali@dmge of gambling - the system should
allow them to opt for boundaries. Considering thath user background and experience is
different, and that there is such variation acresponses to 20 questions about gambling, it could
be unethical to enforce boundaries without end psemissions. Users are asked to define their
own boundaries both for the amount of time andaitim®unt of money they plan to spend: these
two elements are core in addiction and harm. Tleg'sishoice of boundaries is checked against
their apparent riskiness. For users with profile&roups 1 and 2, the system will allow users to
participate with limited interference; users in Goo3 will receive a moderated limit as the
maximum boundary (Figure 2).
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Figure 22 Maximum boundaries for each category
Stage 4: Appropriate reminders: “nagware”

In EthiCasino, to minimize the potential for destive behaviors, we adopt the idea of
“nagware™ as used by a number of software providers to rérasers of specific actions, e.g.
that they should pay for the software they havenhesing. In EthiCasino, this nagware has been
calledVIKI ® and undertakes specific responsibilities:

» Artificial ethical conscience: suggestions allied to risk taking and user’s ¢itstances, e.qg.
“high risk of losses, do you still what to bet?”

» Educational: providing access to information about each gaisks rand odds associated to
it, e.g. “roulette, your odds are 35to 1”

* Nagging: Regularly reminding users, depending on their pséfiles, about the time and
money spent, as both diminish.

17
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Users receive reminders depending on how they approheir own specified limits.
Those identified as having riskier behaviors welteive more reminders compared to other users.
Those who have spent their money more quickly maydmpted to spend more, sometimes
chasing losses. Those who manage not to makeslogsigin the initial time period may be
encouraged to continue and to make assumptionstbeelikelihood of larger future wins. Of
course, user profiles may change over time depgndm the increased or decreased risky
behavior of the end user (Fig. 3).
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Figure 3: Possible users' behavior

Stage 5: Boundary conditions

A virtual doorman who ejects non-conforming endrsise a possible future consideration.
After users receive their final reminder from VIKhey will be prevented from further gambling.
The purpose here is to ensure the user's own boesdare enforced and to ensure the risky
behaviors do not lead to harm. In other words, @Rino acts to prevent behaviors that might
lead to addiction. Those continuing beyond theindime and financial limits may also be going
beyond their own limits of rational behavior. Atuvial doorman who ejects non-conforming end
users is a possible future consideration.

Discussion

In this paper we have discussed the legal andattissues relating to online gambling of
various kinds, and how the construction of Opend@?rotocols for virtual worlds enables
interoperability amongst virtual worlds and betweawblic and private systems that could
provide benefits to those implementing, or in sarases returning, online gambling into virtual
worlds. In particular, such considerations coulgerse the substantial decline in in-world
turnover seen due to gambling being banned in oasicplar virtual world. We have
demonstrated the legal and ethical issues of gagbinline and in virtual worlds, and discussed
the construction and evaluation of a system withmmatational oversight: the EthiCasino. The
EthiCasino is grounded in recent research into McEthics, which offers insights into other
legal and ethical matters, and provides a framev@rkesponsible gambling in our prototype in
Second Life. EthiCasino's goal is to prevent etharad legal issues, not to resolve them.
EthiCasino is a prototype systErhat implements specific ethical theories andrsabout the

18
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risky behavior and (lack of) knowledge of its usdtss an attempt to prevent harm through
increased risk taking. The majority of existing Mae Ethics systems provides advice to help
users, often medical practitioners, to make dewcssithat are ethically acceptable. EthiCasino
takes a step forward with a testable implementatioits framework in Second Life which tries
to improve not only the users’ decisions but als@mwn ethicality through different stages.

While most of the ethical systems considered irs thaper are either conceptual or
prototype conceptual models, which have never bested with actual users, the ethical
principles behind EthiCasino have been implemeiatedl tested to a certain extent. Excluding
MedEthEx and SIROCCO, other ethical systems areailadle, and in some instances the data
and the code have been discarded. Systems suche@nétl and SIROCCO rely on subject-
specific knowledge, whereas EthiCasino tests tleevledge of the participants. Most systems in
machine ethics are based on application of absall#s; a few considgrima facieduties e.g.
W.D., MedEthEx and EthEl. EthiCasino is comparablth W.D. and MedEthEx because of
adoption of Ross's duties, and with EthEl becadiserninders and actions. Where MedEthEX is
creating a simple expert system to give ethicalag\EthiCasino is combining technologies and
techniques to assure ethics throughout. While Metand EthEl concentrate on three main
duties of non- injury, beneficence and freedomjEdkino considers a wider range of duties; in
particular, EthiCasino employs 6 of Ross' 7 dutied all 3 duties defined by Garret in different
stages (Table 4). Using these Prima facie dutiablea the system to learn from users' behavior
even if they might not match exactly the originefidition of the duties.

Table 4:Duties of Ross and Garret in each stage

Stage Name Ross's duties involved

Stage one Legal issues Justice, Harm preverition injury,
Beneficence, Self-improvement

Stage two Ethical issues Justice, Harm prevenhiam- injury

Stage three Boundaries Justice, Harm preverfdeapect of freedom,
Fidelity, Gratitude

Stage four VIKIs reminders Non-injury, Beneficen&elf improvement,
Care

Stage five VIKIs alert Justice, Harm preventiblon-injury,
Beneficence

EthiCasino takes certain actions to assure usafstysand wellbeing by minimizing
possibilities of problematic and addictive behayjamoviding ethically-acceptable support, and
meeting the requirements of mimicking action of lamnethical advisors. This aims at ensuring
fair actions for both virtual gambler and virtualsmo:
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1. Gambler:

a. Clarify the possible risks of gambling online

b. Choose playing hours and amount of money they Wwigfamble

c. Remind the users of their playing hours and thetarthmoney they are losing
2. Casino:

a. Take decisions about whether or not to let spep#isons play based on their
answers

b. Notify the company if a user is going over theirrolvnitation
c. Log the user off if they don't take action afteimigereminded by the system

With its substantial estimated revenues, a systeh as EthiCasino may help to ensure
that the ethical side of gambling remains to the toy addressing issues relating to the impulse
to gamble (Cutter and Smith, 2008). Reactive anatintervening systems will not effectively
deal with these issues because problem gambleystderproblem. EthiCasino requires users to
define their knowledge and limitations before ttstgrt, and takes actions if their self-imposed
limits are being exceeded; it may not allow useh®wemonstrate limited knowledge of risks
and losses to increase their limits. We claim #thiCasino could create a situation where users
should not worry about addiction and gambling peoid and can treat their interaction as
entertainment. The prototype framework of EthiCasiis relatively well-developed, and
EthiCasino has been evaluated by a number of machiicists and experts in philosophy,
computer science and business. However, a larde-gsar-based evaluation is needed in order
to fully explore the effectiveness of this frametwoBuch an evaluation currently presents a
Catch-22:it is currently difficult to conceive of such anadwvation since this testing would
currently entail gambling being allowable in Secam@. The move to a different virtual world,
such as Open Sim, or the creation of a privateiairtvorld may allow for such an evaluation.
Successful outcomes could lead to wider consideratior business ethics and decision making.
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