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ABSTRACT

The COVID-19 pandemic has disrupted our lives in many ways. One key area of disruption has been in K-12 learning. As the world
was thrown into fully remote environments, students of all ages were forced into a cyber learning environment with little to no
preparation, as these challenges were unlike any other in education. Both educators and students found out very quickly how
unprepared this remote learning environment was from a cyber preparation perspective. Knowledge sharing across higher-
education institutions, industry, and K-12 schools have been challenging because foundational structures for collaborative
partnerships were frequently absent. . The purpose of this paper is to start to address some of the cyber challenges experienced by
K-12 education in the United States through the presentation of a collaborative cyber ethics leadership framework and to address
the gaps in training and sharing of best practices through a cyber ethics training intervention called the Cyber Ethics Education
Accelerator. This paper describes the positive knowledge sharing journey that can happen across Business schools (B-Schools),
industry, and the K-12 sector.

Key concepts:

1. Introduction: Realizing the K-12 Cyber Ethics dilemma

2. A Review of Cyber Ethics Education in the United States

3. The Cyber Ethics Leadership Framework
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5. The Call to Action in K-12 Teacher Training and Next Steps

INTRODUCTION

This paper examines the process and creation of cyber ethics education collaborative partnership intended to strengthen
knowledge sharing across Business-Schools, higher education institutions, industry, and K-12 schools. The intent of the project is to
ultimately provide support for under-resourced K-12 schools in the region through a community-partnership model attentive to
supporting equity, diversity, and inclusion and social responsibility. This paper interrogates the literature and the limited cyber
ethics resources available in American K-12 school (particularly in low socio-economic school districts), proposes a cyber ethics
leadership framework, describes the creation of the Cyber Ethics Education Accelerator, (CEAA), and discusses future directions of
practice and research.

As the COVID-19 pandemic has advanced, extensive vulnerabilities and inequities in the cyber landscape have unfolded
across the United States. Educators, industry professionals, parents, and children all confronted cyber challenges. From the living
room to the classroom, to the boardroom, we have all faced a new cyber reality that was complex and ever-changing. As a nation,
we were at times prepared and comforted by our cyber capabilities as Zoom rooms and Google classrooms opened instantaneously in
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April 2020. At the same time, this cyber capacity was inequitable, and the exponential expansion created heighted risks to users and
systems. We confronted Google Classroom crashes, Zoom-bots, TikTok vulnerabilities, spotty connections, a minefield of fake
news, toxic algorithms, and an escalation of cyber-attacks from nation-state actors. Many individuals forced into the remote
environment used their own mobile devices and home networks, in place of company or school issued technology. Challenges
experienced have been crowded home environments consisting of multiple people working from home causing restricted bandwidth,
to unsecured devices causing multiple security vulnerabilities, to lack of access to high-speed internet particularly in low socio-
economic and rural school districts (COVID 19: Cyber and the remote workforce, n.d.).

Cyber inequities and risks were particularly abundant throughout the K-12 educational system. In their paper, Garcia, et al,
discusses the issue of “Learned Helplessness” as a result of remote learning and students required to use technology to replace the in-
person learning environment and experiencing repeat failures of technology. This issue and impact on student learning has been
caused by the sudden move to a fully remote learning environment without the proper preparation for engagement with new and
unfamiliar technologies and the isolation experienced in a fully online environment (Garcia, et al, 2021). This sudden move to a
fully online learning environment in K-12, has caused additional issues involving cyber vulnerabilities and cyber awareness. While
higher educational institutions and businesses encountered cyber ethical challenges throughout the COVID-19 pandemic, the
resource and training gap in K-12 schools was far greater leaving our K-12 system among the most vulnerable and resource
deficient. This paper aims to start to address some of the cyber challenges confronting K-12 education through the presentation of a
collaborative cyber ethics leadership framework and a cyber ethics training intervention called the Cyber Ethics Education
Accelerator. The mission of the Cyber Ethics Education accelerator is to strengthen cyber ethics training and resources for K-12
schools, with an initial emphasis on low socio-economic and rural schools in Southwestern Pennsylvania. This paper describes the
positive knowledge sharing journey that can happen across Business schools (B-Schools), industry, and the K-12 sector.

Gaps in training and knowledge-sharing across sectors left classroom teachers and school systems with a steep learning
curving to rapidly remedy the challenges of virtual and hybrid learning. Amid learning new platforms, adapting curriculums, and
communicating with students in an ever-changing hybrid context, addressing cyber risks and cyber ethics in K-12 schools often
remained on the sidelines amongst the spiraling COVID-19 global pandemic. The impetus to adapt and use technology rapidly often
came at the expense of critical conversations about our expanding cyber coverage in schools. In navigating pathways to confront
and address the cyber dilemmas in K-12, the authors identified a need to advance cyber ethics collaborations including developing K
-12 research frameworks and providing supportive and practical cyber ethics trainings and partnerships. The author’s ABSEL paper
in 2021 and publication in the International Journal of Ethical Leadership served as a theoretical research framework to advance
cyber ethics educational and leadership dialogs. " This paper, for ABSEL 2022, now suggests a practical cyber ethics knowledge
sharing intervention to help support the development of cyber ethics training in K-12 schools.

Critical issues emerged from our ABSEL 2021 paper concerning our nation’s cyber ethics education that we have integrated
into our Cyber Ethics Education Accelerator intervention:

Lack of cohesion and coordination for cyber awareness

Glaring disparities and inequities across race, gender, and socioeconomics

No national cyber ethics education strategy

Very limited cyber ethics skill training across K-12 teachers and leaders

Lack of formal computer science and cyber-security training

Limited awareness of technology risk and safety in the classroom and remote environments

SR L=

In this paper we will (1) review the cyber ethics education literature, (2) examine a cyber ethics leadership framework
relevant to enabling cyber-ethics knowledge sharing across sectors, and (3) describe the knowledge sharing journey that occurred in
our Cyber Ethics Education Accelerator. We will end with a (4) call to action in K-12 cyber ethics teacher training and next steps in
the future of cyber ethics education.

ESSENTIAL DEFINITIONS
Cyber: Involving the use of computers and digital technology especially through the Internet.
Ethics: The investigation and analysis or moral principles and dilemmas as well as an examination of

rules, standards, and guidelines that govern moral behavior by managing a balance of the three
points of the ethical triangle: virtues, principles, and consequences (see figure 3, Svara, 2011) .

! Petrie-Wyman, J., Rodi, A., & McConnell, R. (2021, March). Why Should I Behave? Addressing Unethical Cyber Behavior
through Education. In Developments in Business Simulation and Experiential Learning: Proceedings of the Annual ABSEL confer-
ence (Vol. 48).

2 Petrie-Wyman, J., Rodi, A., & McConnell, R. A. (2021). Where is the Justice? What We Don’t Know about Cyber Ethics. The In-
ternational Journal of Ethical Leadership, 8(1), 94-115.
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Cyber Ethics: The investigation and analysis or moral principles and dilemmas as well as an examination of
rules, standards, and guidelines that govern behavior in the cyber space and cyber domain. Cyber
ethics education could mitigate Perceived Cognitive Distance (PCD), the culture of
rationalization that excuses bad acts over cyberspace, the lack of individual and collective
accountability, and the lack of cohesive policies governing data curation within the cyber
domain.

Cyber Domain: “A global ever evolving domain within the information environment consisting of the
interdependent networks of information technology infrastructures and resident data, including
the Internet, telecommunications networks, computer systems, and embedded processors and
controllers — as well as people, organizations, and processes — which create a dimension of risks,
adversaries, and opportunities.”’(Sobiesk et al., 2015)

Cyber Education: Referring to the instruction of material using cyber technologies as well as the teaching of
computer science and cyber technologies. This is a broad term encompassing both the use,
application, and creation of cyber technologies. Some experts argue that Moore's law is no longer
relevant i.e. the speed of computing is not set to double every two years as had been predicted
(Rotman, 2020). That said, the speed of change within the cyber domain still seems to be quite
rapid requiring further innovations in educating users on all aspects of operating within that
context.

Computer Science Education:  “The study of computers and algorithmic processes, including their principles, their
hardware and software designs, their [implementation]|, and their impact on society”(K/2
Computer Science Framework, 2016a; Tucker, 2003).

Virtual Education: “Distance learning conducted in a virtual learning environment with electronic study
content designed for self-paced (asynchronous) or live web-conferencing (synchronous)
online teaching and tutoring.” (Racheva, 2020) Since the beginning of the pandemic, virtual
education has increased significantly making this area of inquiry a true growth industry.

Cyber Security: Cybersecurity is the art of protecting networks, devices, and data from unauthorized access or
criminal use and the practice of ensuring confidentiality, integrity, and availability of information
(U.S. Cybersecurity & Infrastructure Security Agency, n.d.)

Cyber Ethics Education: Cyber ethics education encompasses instructing responsible and moral behavior and use of
computers and digital technology, critical moral thinking and decision making with cyber and
digital technology, as well as technical skills and leaderships and management strategies.

A REVIEW OF CYBER ETHICS EDUCATION IN THE U.S. K-12 SCHOOLS

The growing concern for cyber ethics has accelerated due to an explosion in large-scale cyber-attacks, data breaches, and
the rise of nation-state hackers interfering with elections. The field of cybersecurity has started to incorporate cyber ethics, yet
significant gaps in the quality and quantity of cyber ethics training remain across industry, the military, and the education sector.
The shortcomings of current cyber ethics educational programs is compounded by the fact the United States is confronting a
cybersecurity and tech workforce deficit, in which there is a pipeline shortage of qualified job applicants with requisite skills to work
in jobs related to cyber defense (K12 Computer Science Framework, 2016b). The U.S. is also confronting a shortage of teachers
capable of teaching computer science education and the skills necessary to effectively instruct cyber education and cyber ethics
education on a broad-scale (Gross, 2018; K12 Computer Science Framework, 2016a).

Our world today is a data driven, technology enabled, hyper-connected ecosystem connected by the Internet of Things
(IoT). We have combined our personal and professional environments with every technology possible to make things more
connected, convenient, and interoperable. We benefit from the reach of the Internet, the volume of collected big data, and the sheer
power of emerging technologies, if accessible. As a result, we have also created not only a dependency on technology, but incredible
vulnerabilities to these ecosystems. Greengard reinforces this issue in his 2019 article,

“What makes the IoT so powerful—and so dangerous—is the fact that devices and data now interconnect across vast
ecosystems of sensors, chips, devices, machines, and software. This makes it possible to control and manipulate systems in
ways that were never intended” (Greengard, 2019).

As the rapid pace of technology and threats has expanded, leaders across sectors remain underprepared and under-educated
in what is needed to combat cyber threats and inequities. Cyber ethics knowledge remains in isolated silos of IT specialists and
cyber-security professions leaving leaders across sectors and citizens at large underprepared to confront cyber threats.

Our current environment during the COVID pandemic consists of a very large percentage of the workforce working
remotely from home in makeshift offices on personal networks. Teachers are conducting online and remote instruction for the first
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time using many tools with little to no training. The Boston Consulting Group (BCG) conducted a study in March 2020 on remote
work with a focus on cyber security. They estimated about “30 million people are working from home in the U.S. and over 300
million worldwide,” using varying technologies including personal mobile phone and computers. Without good training and security
protocols, many of these remote workers may fall victim to social engineering, phishing schemes, and cyber-attacks, as Coden Et al
cautions, “Cyber-attacks are like the COVID-19 virus itself. Patching your systems is like washing your hands. And not clicking on
phishing emails is like not touching your face,” (Coden, et al, 2020).

Recent research findings are yielding significant insights into the need to reconsider and expand our knowledge and
application of cyber ethics across multiple sectors (Yaghmaei et al., 2020b). The call to integrate cyber ethics into education and
training across sectors is emerging in order to promote digital citizenship, national and global security, democracy, and racial and
social justice (Mossberger et al., 2008; Yaghmaei et al., 2020b). Cyber ethics can transform professions and society to be more
conscious of cyber threats, privacy, and inequities and to develop cyber solutions that promote justice, equity, and democratic rights.

The Perceived Cognitive Distance (PCD) of the cyber domain provides ripe ground for unethical cyber actions. At the same
time, this PCD has also perpetuated an insulated tech sector often blind to the inequities in its own workforce. The professional
computer science and cybersecurity workforce is disproportionately composed of White males and Asian American males (K72
Computer Science Framework, 2016b; Martin et al., 2015).

From the foundation of computing, inequity has persisted in the cyber workforce. The cyber and Internet revolution
promised to democratize our world, creating an interactive global audience, reducing barriers to press and entrepreneurship success,
yet the gains of cyber have often benefited a limited group of people, largely White male professionals from middle to high income
backgrounds. In 2015, only 24.7% of those employed in computer and mathematical occupations were female, 8.6% Black of
African American, and 6.8% Hispanic or Latino (Greening, 2012; K12 Computer Science Framework, 2016b). Similar trends can be
observed across gender and historically marginalized populations globally with white males comprising 92% of the tech developer
profession and professionals with White or European descent making up 72% of developers (Kapor Center, 2021; StackOverflow,
2019). Recent tech professionals are beginning to call out this inequity not only in the workforce, but in the design of the technology
referring to cyber racial injustice as the “New Jim Code” (Benjamin, 2019). While corporations and higher education institutions are
attempting to expand the population of cyber professionals and reconsider biases in algorithms and technology, the impact of these
recent interventions has been marginal.

In 2021, only half of the schools in the U.S. offer a substantial stand-alone course in computer science in high school.
Students with the least access to computer science courses are African Americans, Hispanics, Native Americans, and students from
rural areas (K12 Computer Science Framework, 2016b). The COVID 19 pandemic and Black Lives Matter movement is exposing
systemic structures of racism in America, including the severe inequities in access to cyber education. In addition, the pandemic has
further exposed the effects of the Digital Divide, ready access to the internet, and appropriate productivity tools, such as a laptop or
home computer. This technology gap further hinders STEM and cyber ethics education in underserved populations. An infusion of
ethics into cyber dialogs and policy debates is pertinent to be able to foster ethical dialogs and create equity and inclusion in cyber.

The inequities and shortfalls of computer science courses in K-12 schools also reflect a cyber training gap for teachers. (K-
12 computer science teachers are limited throughout the U.S., both in terms of numbers of certified teachers and in attrition (K72
Computer Science Framework, 2016b). Computer science teachers are challenging to both recruit and retain in teacher preparation
programs. A benchmark survey of certification requirements across Pennsylvania, New York, Colorado, and California reveal
limited to non-existent coverage of cyber ethics. While most teacher-preparation programs do require a course in technology and
learning, the content of most of these courses focus on pedagogic use and classroom management. Few courses give adequate basic
training on cyber security and cyber ethics. Additionally, few professional development opportunities for K-12 teachers exist to
strengthen their cyber knowledge. The limited coverage of cyber ethics in teacher preparation program is especially concerning
given the increasing cyber threats to individual users, schools, and organizations across the U.S. and globally.

Another area of concern in cyber ethics education is the increasing rates of virtual learning and meeting fatigue, better
known as Zoom fatigue, and teacher burnout (Bailenson, 2021). While virtual learning has created adaptability in the classroom, the
burden of virtual learning and creating classroom adaptations have largely fallen to teachers themselves. Teachers have experienced
a double burden of virtual fatigue, encountering long hours of virtual teaching alongside serving as the teacher, mentor, and coach to
students confronting virtual fatigue themselves. Virtual Fatigue, as discussed by Shockley, et al, seems to be magnified by the
constant use of camera during a virtual meeting. The pressure caused by constantly feeling the need to always be shown in a positive
way, and the constantly feeling of always being watched during the meeting. The meeting participants tend to hold a gaze much
longer, exhibit greater focus on the speaker, with exaggerated non-verbal actions such as head nodding, leading to greater fatigue
during a meeting. Considering that these meetings may take place one after the other during the day, these constant behaviors may
lead to exhaustion and fatigue over time (Shockley, 2021). Pressley (2021) adds to this research in the article discussion around K-12
teacher burnout. COVID-19 has caused additional stress and anxiety around the expectations for teachers regarding newer teaching
requirements, parent interactions, student engagement and administrative demands (Pressley, 2021). Alarmingly, rather than
supporting teachers, social media has often treated teachers as a scapegoat of public retribution over frustrations over virtual
education failures, pandemic policies, staffing-shortages, and systemic failures in our nation’s lack of preparation for a global
pandemic. In the age of social media and politically motivated press, we have often blamed teachers for the cyber dilemmas we face,
when in reality the dilemma is systemic in proportion crossing sectors and spanning decades of narrow foresight on how to ready our
nation for a cyber world.
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Since 2020, our nation’s public school system has appeared bipolar. For some schools, the pandemic showcased schools
appearing capable and innovative. For other schools, the pandemic propelled them to the brink of failure as they lacked the
resources and coordination adapt to the challenges of the global pandemic. The global COVID-19 pandemic has created a need to
deeply reconsider and reflect on the inequities and risks in our cyber schooling. For a more comprehensive review of cyber ethics
education literature please see the author’s 2021 publication in the International Journal of Ethical Leadership.*

THE CYBER ETHICS LEADERSHIP FRAMEWORK

In response to the current limitations in cyber ethics education in the U.S. and the increasing pace and scale of cyber threats
and attacks, a national cyber ethics leadership change model is urgently needed. Rather than a specific set of standards for different
sectors and/or disciplines, the authors propose a broad-scale change-model to be adopted and adapted across educational, business,
and military institutions. This model draws structure from three change-models: (1) Lewis’s Unfreeze, Change, Refreeze model, (2)
Kolb’s learning cycle of concrete experience, reflective observation, abstract conceptualization, and active experimentation, and (3)
Deming’s change cycle of Act, Plan, Check, Do and was published in 2021.

Figure 1. The Wolf-Trap Change Model

Image provided via public domain (Jooinn, 2020).

OBSERVE THE TERRITORY

*REVIEW & ASSESS CURRENT STATE
THAT IS ALWAYS CHANGING &
EVOLVING

ADAPT & EVOLVE

COHESIVELY

*SHARE AND INTEGRATE RESEARCH
FINDINGS INTO CURRENT STATE

*COLLABORATE ACROSS SECTORS

ASSESS THE HUNT

*REFLECT ON EFFECT
INTERVENTION

* EXPAND RESEARCH

COMMUNICATE WITH PACK

*ADVOCATE AND SHARE THE
SIGNIFICANCE OF CURRENT STATE
*ASSESS CONNECTIONS/DISONANCE

IDENTIFY PREY

*GENERATE DATA INFROMED
INTERVENTIONS

*THINK UNIVERSALLY AND LOCALLY

ATTACK TOGETHER

*IMPLEMENT DATA INFORMED
INTERVENTIONS ACROSS ALL
LEVELS AND SECTORS

*DIVERSITY & EQUITY

The six-step process described above in the Wolf-Trap Model has three core functions (1) to implement agile and adaptive
cyber ethics education, (2) to promote universal cyber ethics education that is responsive to distinct needs of the industry or location,
and (3) to build a research infrastructure to advance cyber ethics education and strengthen national security (See figure 3 Wolf-Trap
Change Model). This model aims to create a national cyber ethics leadership and education paradigm that is continuously adaptive
to changing conditions as the state of technological advancement in the cyber sector is constantly advancing. The model also
emphasizes the importance of creating a template that is agile to local conditions yet interconnected as the threat from unethical
cyber behavior can affect wide systems including public infrastructure, software, and apps used by millions of people. The model
also prioritizes the need to assess, conduct research, and revaluate as the field of cyber ethics is emerging with limited resources

3 Petrie-Wyman, J., Rodi, A., & McConnell, R. A. (2021). Where is the Justice? What We Don’t Know about Cyber Ethics. The
International Journal of Ethical Leadership, 8(1), 94-115.
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currently available.

The Cyber Ethics Education Accelerator (CEEA) intervention described in this paper is attentive to steps 1-4 in the model
and aims to develop steps 5-6 as the intervention is implemented. The intervention is rooted in step-1 of the model by utilizing a
broad review of the current state of cyber ethics, “Observe the Territory,” The CEEA is also attentive to the second step of this
model, “Communicate with the Pack,” as a cyber ethics education intervention is developed and shared across sectors and
disciplines. The CEEA follows the third step of this model, “Identify the Prey,” focusing on the specific needs of the sector and
current state. The creation of the CEEA itself manifests as the fourth step in the model, “Attack Together,” supporting the need to
have data and cyber ethics educational interventions across all sectors and industries including public institutions, for-profit
companies, non-profit organizations, and the military.

The Wolftrap change model is appropriate for application in cyber ethics because of its organic nature of gaining
understanding of an environment and reacting to it communally. In his paper Why computers will never write good novels, Angus
Fletcher asserts that computers think algorithmically whereas people think narratively. Human communities are connected by and
defined through their ability to think creatively using narrative (Fletcher, 2021). Therefore, since computers do not think like humans
do, it is appropriate to apply a change model that epitomizes story/narrative thinking. The pack thanks organically and adapts to its
environment. To address cyber ethics dilemmas, we should think less algorithmically and more narratively.

Fletcher, A. (2021). Why computers will never read (or write) literature. Narrative, 29, 1-28.

KNOWLEDGE SHARING JOURNEY OF THE CYBER ETHICS EDUCATION ACCELERATOR

Over the past year, the authors have been involved in creation of a collaborative program called the Cyber Ethics Education
Accelerator (CEEA) focused on providing cyber ethics education training to local high school teachers in Western Pennsylvania. The
central goal of the CEEA project was to provide cyber ethics training and resources to high school teachers to strengthen cyber ethics
education in the curriculum and create a more knowledgeable workforce to reduce cyber-security risks in schools. The CEEA
evolved out of discussions with the authors and cross-disciplinary group of faculties across the University of Pittsburgh to create
broader opportunities to critical examine the role of cyber technologies inclusive of diversity and equity and community outreach.
The Institute for Cyber Law, Policy, and Security also provided grant support to launch new cyber related programs and initiatives,
which the authors were awarded in Winter 2020. Over the past year, faculty from the University of Pittsburgh’s Katz Graduate
School of Business and College of Business Administration, the School of Education, the U.S. Army Command and General Staff
College, industry professionals, and educators across school districts in Western Pennsylvania have developed interdisciplinary
dialogs regarding cyber ethics education and developed the first pilot teacher training for cyber ethics in the state of Pennsylvania.
Working across the disciplines, the authors developed a mutually beneficial knowledge sharing journey across disciplines.

The knowledge sharing journey identified the need to expand the interdisciplinary focus of cyber ethics to support the
development of a more diverse and ethical cyber workforce spanning across business, the public sector, and STEM industries. The
project was also coordinated with potential policy implication such as creating certificate at the state level to develop synergy around
cyber ethics across teaching subjects and administrators. The cyber ethics teacher training certificate can also be adapted applicable
to professional development other disciplines, industry sectors, and institutions that face escalating cyber threats. For example, the
U.S. Army includes professional development through Additional Skill Identifies (ASI) that could include attention to cyber ethics.
The CEEA project centered on three core objectives:

1. Improve the pipeline of underserved students entering the cyber workforce by integrating cyber ethics into core
subjects.

2. Expand the abilities of existing K-12 teachers in Western Pennsylvania to be more prepared, skilled, and agile in cyber
ethics to support and amplify student interest and excellence in cyber education.

3. Share pilot training findings with the PA Department of Education and educator and industry professional nationally to
strengthen cyber ethics education and leadership development

In building the CEEA, the authors coordinating with educators and industry professionals to develop training format,
module content, and assessment and evaluations. The CEEA training happens in an online asynchronous format delivered through
the Pitt Professional Teaching Platform, a virtual learning platform available for non-Pitt students. The Pitt Professional platform is
part of a strategic initiative at the university to expand equity and access to Pitt education across the city of Pittsburgh and Western
Pennsylvania region. The format of the CEEA consists of three core modules as well as a short introduction and concluding module.
The module is intended to take participants 8 hours, and participants received an honorarium provided by the grant for their
participation. The module training was guided by key learning outcomes:

1. Educators will develop a critical awareness of cyber technology by being an active user of technology vs. passive user
of technology.

2. Educators will demonstrate an understanding of core concepts of cyber safety for schools including: data-security, data-
privacy internet safety, hacking risks, cyber bullying, social media safety.

3. Educators will increase their cyber ethical awareness by learning essential cyber ethics frameworks.

4. Educators will learn the foundations of diversity, inclusion, and justice in the cyber education.

5. Educators will evaluate their current cyber ethics knowledge and perform a SWOT analysis of available school
resources for cyber ethics.
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6. Educators will create an introductory cyber ethics lesson plan specific to their grade-level and content area.
7. Educators will assess and articulate the value and consequences of emerging technology.

The module training aims to deliver the learning outcomes to participants. The outline for the 5 training modules is listed
below with core learning objectives listed related to cyber-skill development and cyber ethics awareness. We also incorporated
learning objective alignment to the Danielson Framework, an evaluation metrics for effective teaching

1. Introductory module

a. The activities in this module will offer an introduction to the concepts of cyber security, cyber ethics, and
cyber justice. In addition to introducing these concepts, the activities in this module will help you consider
how they apply to your experience as an educator.

b. Educators will be introduced to the training objectives, expectations, and general housekeeping issues,
including submitting assignments, assignment expectations.

c. Educators will initiate a KWL Chart (KWL to be re-evaluated at the end of the program). A KWL chart is a
graphic organization tool to help participants reflect on the learning process from a constructivist perspective..
KWL stands for “ What I know,” “What I want to know,” and “What I learned”

d. Danielson Framework:

e lc Setting Instructional Outcomes

2. Cyber Ethics 101

o. Educators will develop a critical awareness of cyber technology by being an active user of technology vs.
passive user of technology.
B. Educators will demonstrate an understanding of core concepts of cyber safety for schools including data-
security, data-privacy internet safety, hacking risks, cyber bullying, social media safety.
x. Danielson Framework Teaching Domains:
e lc Setting Instructional Outcomes
¢ 1d Demonstrating Knowledge of Resources
2d Managing Student Behavior
3a Communicating with Students
4d Participating in a Professional Community
4f Showing Professionalism

3. Introduction to Cyber Ethics in K-12

a. Educators will evaluate their current cyber ethics knowledge and available school resources for cyber ethics. --
SWOT ANALYSIS

b. Educators will increase their cyber ethical awareness by learning essential cyber ethics frameworks such as the
ethical triangle

¢. Educators will examine their own ethical framework by examining what are their non-negotiables.

d. Danielson Framework Teaching Domains:

e 1d Demonstrating Knowledge of Resources

2a Creating an Environment of Respect and Rapport
2¢ Managing Classroom Procedures

2d Managing Student Behavior

4a Reflecting on Teaching

4d Participating in a Professional Community

4f Showing Professionalism

4. Cyber Justice K-12

a. Educators will learn the foundations of diversity, inclusion, and justice in cyber education.
b. Educators will assess and articulate the value and consequences of emerging technologies
c. Danielson Framework
e 1b Demonstrating Knowledge of Students
1c Setting Instructional Outcomes
2a Creating an Environment of Respect and Rapport
2b Establishing a Culture for Learning
3c Engaging Students in Learning
3e Demonstrating Flexibility and Responsiveness
4a Reflecting on Teaching
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5. Concluding Module

a. Educators will reflect on the recent learning opportunity and will consider their knowledge base before
engaging in learning and evaluate their current knowledge base.
b. Educator will share feedback on learning opportunity
e Daniels Framework:
e 4aReflecting on Teaching

In addition to the learning objectives, each module adheres to a specific learning template that includes written introduction
to module, video introduction to the module by faculty, learning activities, vocabulary to support the lesson, lesson assignments, and
module summary. The assessment criteria are grounded in the Danielson Framework focusing on formative growth of educators
across planning and preparation, instructional content, classroom environment, and professional responsibilities of educators. A
sample of assignments given the training include: (1) self-reflective discussion boards on teaching practice, (2) reflective discussion
boards on classroom and school environment, (3) reflective writing on integrating cyber ethics theory with education practice, (4) a
cyber security 101 WebQuest, and (5) the creation of an integrated cyber ethics lesson plan.

The authors have provided a PDF that shows the overview Webpage of the introductory module and Module 1 in the
appendix. Module 1, as shown in the Appendix, was created as an integrated knowledge transfer to include various disciplines such
as Cyber Ethics, Education and Business. This multidisciplinary knowledge sharing is based on lessons learned during the COVID-
19 experiences in both K-12 and higher Education environments. The module is designed as introduction for K-12 teachers to
explore Cyber Ethics and to understand the importance of Cyber Awareness. The introductory module targets high school teachers,
with activities aligned with the Danielson Framework and Cyber Ethics training, and discussions that are designed to connect and
share thoughts and best practices with other educators. In addition, the module contains Cyber Ethics resources, articles, video’s to
provide additional Cyber awareness and reflection activities to reinforce learning.

The CEEA training and module objectives and activities will be reviewed in the pilot-phase of the project during the winter/
spring of 2022 and necessary changes will be implemented to the formal training during the summer of 2022. The formal training
will be released to educators in Southwestern Pennsylvania in the summer/fall of 2022.

A CALL TO ACTON FOR K-12 TEACHER TRAINING

Cyber-ethics education should be integrated into teacher-training programs to instruct teachers on the cyber-ethics
dimensions for students and teachers. Approaches to instruction include character education covering the ways in which cyber
impacts psychology, moral behavior, and empathy (Whitter). Additional scholars call for teacher training programs to focus on cyber
ethics, cyber security, and cyber privacy as an integrative approach to strengthening cyber ethics education in the classroom (Pruitt-
Mentle & Pusey, 2010; Pusey & Sadera, 2011).

The pandemic has created the most virtually interconnected world due to the need to quickly adapt to a sudden remote
environment. This accelerated adoption to new technologies has enabled organizations to adjust to social distancing to work and
learn from home on a global scale. As a result of the quick adoption of technologies, the already under-prepared workforce lacked
training and awareness of the consequences of the evolving cyber world. In addition, K-12 teachers were already unprepared for the
cyber world and struggled to overcome challenges of being thrown into the remote environments.

As K-12 educators are transitioning back to classrooms, the challenges are not ending. With uncertainty still present, and
the threat of returning to fully remote learning as a constant threat, teachers are still unprepared from a cyber awareness perspective.
While they have grown accustomed to using new and different technologies to provide student engagement, the threat of cyber
security vulnerabilities has not gone away. The need for Cyber Education Training is needed and will play an important role in
better preparing our K-12 educators.

Future directions for the CEAA project include making the training available at no-cost to all teachers in Southwestern
Pennsylvania. Additionally, the authors intend to disseminate and share findings across educators in Pennsylvania and nationally.
The CEAA will also include training evaluations for participants aimed at continuous improvement and agility to the rapid pace of
technology advances and cyber security threats.

Finally, K-12 educators must be creative and critical thinkers. Tremendous reserves of creativity had to be employed to
come up with the adaptive solutions that took place during the pandemic. Although that rapid change created conditions that could
lead to cyber ethical dilemmas, it also led to tremendous opportunities for improvements in pedagogy. Those opportunities should
not be squandered. To face the challenges of an uncertain future, K-12 educators must improve their ability as creative thinkers with
the capacity to imagine future states. In his book, the premonition: a pandemic story, Michael Lewis discusses how the pandemic
was predicted by numerous public health officials who employed prediction, imagination, and forecasting (Lewis, 2021). The many
lessons learned during the pandemic does constitute an incredible opportunity for improvements in education while also presenting
possible threats in the area of cyber ethics. Therefore, K-12 educators need to be able to have the adaptive mindset to protect students
and faculty while maximizing the opportunity to improve learning.

This paper contains numerous descriptions of knowledge sharing and collaboration between institutions such as the U.S.
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Army command and General staff College and the University of Pittsburgh which yielded collaborative studies and publications.
This collaboration was enabled by technology throughout which is a good thing. These collaborations are continuing into the future.
The authors of this paper are continuing to work together to develop K-12 cyber education. Currently, there is a study to improve
creative thinking instruction at the U.S. Army command and General staff College using narrative techniques proposed by Angus
Fletcher at Ohio State University Project Narrative which represents an opportunity to improve creativity instruction (Fletcher,
2021). Similar techniques are currently being employed at University of Chicago Booth School of Management by Professor Greg
Bunch. These collaborations enrich scholarship and practice and are all enabled by technology. The authors of this paper are arguing
that although these are opportunities and are beneficial, with these opportunities comes potential threats as cyber bad actors seek to
find ways to exploit opportunities and turn them into threats for people in the cyber domain. Educators within the K-12 discipline
will need increased understanding of cyber ethics, creativity and imagination to understand where those opportunities can be turned
into threats, and employee the Wolf trap change model to adjust to this new situation. The pandemic made this adaptation necessary.
It is now time to understand how best to share knowledge while protecting individuals through cyber ethics.

Figure 2. Call to Action/Future Research Topics
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APPENDIX.

Breakout: Infroductory Module

Proposed Cyber Ethics Pilot Training for High School Teachers
Introduction Module

Objective(s)

*Educators will be Introduce the training obpectives, expectations, and general

housekeeping issues, including submitting assignments, assignment expectaticns Assessment

+Educators will begin to make connections batween the learning opportunity they are Mo assessment will be made for this module. Instead, participants
engaged upon and the Danielson Framework for teaching will be required to partake in the pre-course survey.

*Educators will initiate a KWL Chart

Activities Resource(s)

1. Wateh welsome/course intreduction video (1 minute) - PA State Standards for Computer and Infarmation Technalog)

2. Read directions for training. (2 minutes) = MNocabulary terms/definitions lst **break-out into each secticn
1. Read introduction on connecting Danielsan Model and the PCAG Cyber Ethics = Danielsen Framework
training = PAFramework for Evaluation: Classroom Teacher
4. Dewnlcad the Danlelson Framewark Summary Chart (ink) for use at the end of
each keaming modube.
5. Read excerpl from Where's the Justice: What we Don't Know about Cyber
Ethics?
6. Wateh Path to Pedagealcal Change (5 minutes)

7. Complete Pre-Caurse Survey
8. Begin the KWL Chart
&' Access/download resources

Breakout: Modulel

Proposed Cyber Ethics Pilot Traiming for High School Teachers
Module 1: Cyber Security 101 & Digital Citizenship

Objective(s)

« Educators will develop a critical awareness of cyber technology by

being an acfive user of technology vs. passive user of technology Assessment
+ Educators will demaonstrate an understanding of core concepis of cyber *  Knowledge check - possibly two questions reflecting on
safety for schools including data-security, data-privacy internet safety, above materials, (10 minutes)
hacking risks, cyber bullying, social media safety *  Discussion Board-Post
Activities Resource(s)
;- :'atgh rr"t'P:‘:'E iroduction video (2 minutes) *  Cyber Security 101 Vocabulary List
. ead arficle;: What it Takes fo Move from a Passive fo an Active .
Tech Lser (5 minutes) = Cyber Bullying Documentary
3. Weafch video: Cyber Ethics (13:57 minutes)

4,  Modified Cyber Ethics discussion question — expectation short
written summary of teacher reflections

5, Wafch video; Six Degrees of Information  {7:26 minutes)

6. Discussion post: possibly what does digital citizenship mean to you?
How can you promote good digital citizenship in your classroom? (15
minutes)

7. Update <\ chart (10 minutes)
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